
 

 

 
 
 
 
 

KERR STIRLING LLP 
 

PRIVACY NOTICE   



2 

 

 
Contents 

1. About us and our contact details ..................................................................................................... 3 

2. Types of personal information we have .......................................................................................... 3 

3. How we get the information, why we have it and our lawful basis for processing .......................... 4 

4. What personal data do we process? ............................................................................................... 5 

5. What we do with the information we have including who we share it with ...................................... 7 

6. Purposes of processing your data ................................................................................................... 8 

7. How we store your information ...................................................................................................... 10 

8. Your data protection rights ............................................................................................................ 10 

9. Consequences of failing to provide data ....................................................................................... 11 

10. How to complain ............................................................................................................................ 11 

11. Changes to our privacy notice ....................................................................................................... 12 

 
  



3 

 

1. About us and our contact details  
 
Kerr Stirling LLP is a limited liability partnership, registered in Scotland (Registered No. SO300642) and 
having its Registered Office at 10 Albert Place, Stirling FK8 2EL (“we”, “us”, “our”). We are a firm of 
solicitors providing legal services to individual clients and business clients, including those instructing 
us on behalf of public, private and third sector bodies. We are regulated by the Law Society of Scotland.  
 
We respect your privacy and are committed to protecting your personal data.  This Privacy Notice sets 
out the ways in which we collect, use and store your personal data.  It also explains the legal rights you 
have in relation to your personal data. 
 
We provide legal services in the following areas: 
 

- Conveyancing (domestic and commercial); 
- Wills, Trusts and Executries; 
- Corporate and Commercial Contracts; 
- Employment Law; and 
- Agricultural Law. 

 
In order to do this, we collect and use personal data about our clients, potential clients and other 
individuals when this is necessary to provide our legal services.  
 
In relation to the provision of legal services, much of the personal data that we process is subject to an 
obligation we have to our clients to maintain their confidentiality and/or legal privilege. This means that 
sometimes we do not require to tell other individuals that we are processing their data or provide them 
with a copy of it.  
 
This obligation of confidentiality does not apply to all of the personal data that we collect and use and 
so this notice provides information about how we process the personal data which is not subject to an 
obligation of confidentiality and/or legal privilege.   
 
We have appointed a data protection manager who can be contacted in the following ways: 
 
 Name:   Colin J Mackenzie 
 Address:  10 Albert Place, Stirling FK8 2QL 
 Phone Number: 01786 463414 
 Email:   cjm@kerrstirling.co.uk 
 

2. Types of personal information we have 
 
We process your personal data in accordance with the overarching principles and requirements set out 
in the UK General Data Protection Regulation and the Data Protection Act 2018 (‘Data Protection Law’). 
What this means is that we processes your data in a way that is: 
 

• Lawful, fair and transparent; 
 

• Compatible with the purposes that we have told you about; 
 

• Adequate and necessary, we only use the data we need to use for the reason we told you; 
 

• Accurate and up to date; 
 

• Not excessive, we only keep your data for as long as we need it; and 
 

• Secure and protected.  
 
Because of the nature of the services we provide, the types of data we process can be quite varied, but 
will usually include full name, contact details and information about you as a client.  
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We will ask our individual clients and those representing our corporate clients for copies of information 
identification documentation and other information in order to comply with our obligations under anti-
money laundering laws.  We may also require to carry out the same identity and anti-money laundering 
checks on others, for example, anyone providing funds to clients in order to purchase property.   
 
Depending on the nature of our relationship with you, we will process information about your: 
 

• financial affairs; 
  

• family, lifestyle and social circumstances;  
 

• education and employment background;  
 

• medical conditions;   
 
In some circumstances, again depending on the nature of relationship with our client, we will process 
special categories of personal data, in which case we take particular care to process such data in 
accordance with the stricter legal requirements set out in Data Protection legislation, particularly in 
relation to security and confidentiality.  
 
Special category data includes: 
 

• information revealing your racial or ethnic origin;  
 

• revealing your political opinions; 
 

• information revealing your religious or philosophical beliefs;  
 

• information revealing your trade union membership; 
  

• genetic or biometric data for the purpose of uniquely identifying natural persons; 
 

• information concerning your health; and 
 

• information concerning your sex life or sexual orientation. 
 

If we process information about criminal offences and convictions, the same considerations will be taken 
into account.  Further information about how we do this is set out below.  
 
This privacy notice also applies if you are a non-client, whose personal data we capture in the course 
of our work, including but not limited to a client’s relative, the other side of the transaction, beneficiaries 
in executries, trustees, etc. 
 

3. How we get the information, why we have it and our lawful basis for processing 
 
There are a number of ways in which we may collect personal data about our clients, prospective clients, 
professional contacts, visitors and non-clients, these include: 
 

• From you or your representatives directly where you contact us in writing, by e-mail, when you 
meet with our team in person or by video call, by telephone, contact us via our online portal, 
website or social media platforms. You may contact us to seek legal advice, to register to attend 
our events or subscribe to publications issued by us or to express an interest to work with us. 
 

• From clients, relatives, agents or third parties where you may be involved in a matter we are 
instructed in for example as a beneficiary, trustee, buyer, seller, debtor, defender, pursuer, 
witness, employee or employer. 
 

• Organisations with whom we have a professional relationship may share your information with 
us when they refer you to us.  These organisations may be other professional advisers such as 
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claim agencies, solicitors, accountants, financial advisers, insurance companies, financial 
institutions. 
 

• Online public sources or registers such as Companies House. 
 

• Your doctor or other health service providers. 
 

• Providers of identity verification services and compliance services. 
 
• The devices you use when you access our website and use our online chat service 

 
In relation to our individual clients, we have a contract to provide them with legal services and process 
their data as it is necessary to do, to provide them with our legal services.  
 
In relation to our business clients, our contract is not with an individual, but we have a legitimate 
business interest in processing personal data as necessary to provide our legal services.  
 
We have a legal obligation to process identification documentation and other information from our 
individual and business clients and to carry out checks to comply with anti-money laundering legislation.  
 
We process the data of third parties because we have a legitimate business interest to do so, and it is 
necessary for us to do so, in order to provide our legal services.  
 
Where we process any special category personal data or criminal offence data, we can rely one of the 
legal bases set out above, and because the processing is necessary for the establishment, exercise or 
defence of legal claims.  
 
Sometimes to carry out AML checks when we have not met an individual face to face, we will use facial 
recognition technology which involves biometric data. We will only use this when it is necessary and 
will ensure that it is deleted as soon as it no longer required by us. This a regulatory requirement which 
we consider is necessary to comply with a substantial public interest.   
 

4. What personal data do we process? 
 

Data Type Information Collected 
 

Client/ Prospective Client 
Contact Personal Data 

- Name 
- Postal address 
- Email address (personal and/or business) 
- Phone Numbers 
- Occupation 
- Your relationship to other persons 

 
Identity Verification Data - Date of birth 

- Gender 
- Photograph/Video 
- Passport 
- Driving Licence 
- Address history 
- Credit data 
- Other identity evidence as required to meet our regulatory 

obligations. 
 

Special Category Data 
(race, ethnic origin, politics, 
religion, trade union 
membership, genetic, sex 
life, sexual orientation) 
 

This information is not routinely collected but may be needed for 
certain types of legal work. 
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Health and Medical Data 
(also special category data) 

This information may be needed for certain types of legal work 
(employment, eldercare and vulnerable clients (for those arranging 
powers of attorney). 
 

Biometric Data (also special 
category data 

Facial similarity checks are run when completing your ID verification 
with our Due Diligence Supplier. The biometric technology compares 
an image of your face to the image on your ID document. 
 

Political Data (also special 
category data) 

Checks for political information about you are run when completing our 
due diligence. 
 

Criminal Convictions Data Checks for adverse information about you are run when completing 
our due diligence. 
 

Financial Data Information about your financial affairs, assets and liabilities may be 
required if it is relevant to matters upon which you wish us to advise 
you or to enable us to comply with our regulatory obligations relating 
to anti-money laundering.  
 
Information about third-parties’ financial affairs, assets and liabilities 
may be required if it is relevant to matters upon which you wish us to 
represent you. 
 

Video telecommunication 
and collaborative platform 
Data 

When invited and participating to a virtual meeting, a webinar, a 
presentation or a collaboration on a channel, the following types of 
information may be recorded: 
 

- your registration and participant information such as name, 
email address, company name and other contact/profile 
details. 

- direct interactions generated in meetings such as audio, video, 
transcript, Q&A, chat messaging content, comments. 

- Any personal data discussed during the conversation, 
including sensitive data. 

- indirect interactions such as your attendance status, download 
of our presentation material. 

- You will be told when invited or at the very latest at the 
beginning of the video call if: 
 

(a) it is recorded; and 
(b) whether you’ll be heard and seen. 

 
You can ask us for more details about what information will be/ has 
been captured as it will vary from platform to platform. 
 

Personal Data within 
correspondence 

Copies of letters, e-mails received or sent by us, and information you 
have provided us in letters, e-mails and texts.  We may also keep notes 
and records of matters we discuss or advise upon. 
 

Payment Data In order to pay and transmit funds in the course of client transactions 
or collection of our own fees. 
 

Marketing Data Includes your communication preferences for receiving marketing from 
us. 
 

Website Data Includes internet protocol (IP) address, browser type and version, time 
zone setting and location, browser plug-in types and versions, 
operating system and platform, and other technology on the devices 
you use to access this website. 
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Our website uses cookies and we may collect information about how 
you use our website. 
 

Enquiry Data Personal data you provide when you make an enquiry to us via our 
website or via social media. 
 

Professional Adviser 
Personal Data 

- Name 
- Business Postal address 
- Business Email address 
- Business Phone Numbers 
- Occupation 
- Professional Credentials 
- Information to verify identity 

 
 

5. What we do with the information we have including who we share it with 
 
The data that we collect and use is to assist us in providing legal services to our clients, to comply with 
the legislation that regulates our profession and to keep our clients informed about our services.  
 
In order to do this, we share this information with third parties on a regular basis.  Often when we share 
personal data clients and other third parties will be aware of this but occasionally personal data will be 
shared confidentially.    
 
We will use your personal data where it is necessary for us to: 
 

• enter into and perform contract with you; 
 

• comply with our legal obligations; or 
 

• fulfil our legitimate interests. 
 
If you are a client, you will usually know when we share your data and who we share it with. We may 
ask for your express consent to process your personal data under certain circumstances and where we 
do we ensure that it is freely given, specific, informed and unambiguous. 
  
The personal data we process will also be shared with third parties who assist us to provide our services 
but who do not use this data for their own purposes.  There is more information on this below.  
 
For example, for all individual clients and individuals representing related to business clients: 
 
• we use a third party to assist us to verify our clients’ identity and to ensure that there are no money 

laundering concerns that we need to be aware of.   
 

• we have a written contract with this organisation who will only do what we instruct them to do with 
the data provided to them; they will keep the data secure and will only gather personal data and 
use it on our instructions to carry out these checks.  

 
If we share personal information with external third parties, we shall keep this to a minimum and take 
reasonable steps to ensure that recipients shall only process the disclosed personal data for those 
purposes and in accordance with our instructions. 
 
In the course of certain types of work, we may be required to share your personal data with advocates, 
other solicitors, expert witnesses and other professional persons who may be controllers of that 
data.  We may also be required to instruct local agents to handle certain court-based activities from 
time to time for reasons of cost-effectiveness and efficiency. 
 
We will not transfer your personal data to anyone else without your permission, except: 
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• Where we are obliged by law or regulatory obligations. 
 

• Where we share your information with third party service providers. 
 

• Where we share your information with third parties who provide essential services. 
 

• Where some or all of our assets are purchased by a third party. 
 

• Where we share your information with data controllers, when we are instructed as a data 
processor. 

 
We will never sell your information or disclose it for direct marketing purposes. When using AI 
technologies, we ensure personal and confidential data is not used to train the service provider's AI 
models. 
 
We require all third parties to respect the security of your personal data and to treat it in accordance 
with the law. We do not allow our third-party service providers to use your personal data for their own 
purposes. 
 
The types of organisations/ groups that we may share personal data with are set out below: 
 

• suppliers and service providers, such as call, video telecommunication and messaging 
platforms; cloud-based servers and systems for data storage, call recording, case 
management, secure file sharing, payment solutions, digital identity verification solutions; 
marketing services providers (i.e. Kerr Stirling LLP’s website); 
 

• financial organisations; 
 

• government departments; 
 

• the courts; 
 

• other professional advisers and consultants; 
 

• regulatory authorities; 
 
In some circumstances we may anonymise your personal information so that it can no longer be 
associated with you, in which case we may use such information without further notice to you. 

 
6. Purposes of processing your data 

 
Purpose 
 

Lawful basis of processing 

To communicate with our clients or their representatives 
regarding instructions, questions, concerns or complaints 
and to provide legal advice and other information. 

Performance of Contract. 
Legitimate Interests – to contact you to 
respond to communications from you. 

 
Sharing information with other professionals (advocates, 
expert witnesses, accountants, medical professionals, 
other solicitors acting as local agents, insurers etc.) 

Performance of Contract – where 
necessary to ensure appropriate 
representation or information-
gathering. 
Legitimate Interests – where 
appropriate to provide clients with the 
best service. 

To collect third-party information directly/indirectly from the 
third-party (i.e. non-clients) to assist with a client’s legal 
claim or proceedings. 
 

Legitimate Interests – where the 
information is essential to provide 
clients with the best service; or 
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Your consent – where the information 
is desirable to assist clients with a legal 
claim; or Your consent -  where you 
disagree with our use of Legitimate 
Interests at the point we collect your 
information; or 
 
Legal obligation – to ensure our 
business is carried out in compliance 
with Anti Money Laundering and 
Terrorist Financing Regulations. 
 

To prevent financial crime – to comply with our legal 
obligations to prevent financial crime including the 
prevention of fraud and money laundering under the Money 
Laundering, Terrorist Financing and Transfer of Funds 
Regulations 2017. 

Legal Obligation –  to ensuring our 
business is carried out in compliance 
with the law 
 
Substantial Public Interest - processing 
that is necessary for preventing fraud 
and suspicion of terrorist financing or 
money laundering. 
 

Record-keeping Legal obligation – we are required to 
retain certain information about you to 
comply with legal requirements. 
 

If you are not a client of the firm but you make an enquiry, 
then we capture personal data that you supply, such as 
your name, address, business name, e-mail address, home 
telephone number and work telephone number. We will use 
this personal data to respond to your enquiry. 
 

Legitimate interests – it is necessary for 
us to process your personal data to 
respond to your request for information 
or assistance. 

Video telecommunication platforms: 
 

• To liaise with registrants and enable them to join 
the video call. 

• To evidence or accurately capture what was 
discussed in meetings or as a record keeping of 
legal or internal work. 

• To make available a record of the event to our 
attendees for interactive or informative purposes. 

 

Legitimate interests - It is necessary for 
us to process your personal data in 
order for you to attend our video calls. 
 
Legitimate interests – it is necessary for 
some discussions with complex 
elements to record a meeting. 
 
Legitimate interests – it is necessary to 
make some events available to our 
employees and attendees for 
informative or interactive reasons 
 

To assist with notetaking and record-keeping with the use 
of AI in calls and virtual meetings. Temporary recordings 
will be created to summarise or transcribe a discussion. 

Legitimate interests - it is necessary to 
assist with file notes and improving the 
delivery of our services.  
 

Debt Recovery – we may give your personal data to and 
receive personal information from third parties where 
necessary to recover debts due by you to us, for example 
sheriff officers. 
 

Legitimate Interests – we have a 
legitimate interest to pursue unpaid 
fees and charges. 

 

Cookies – we use cookies that are essential for the 
functionality of our website and we also use non-essential 
cookie which help us to understand how our website is 
used by visitors.  Both essential and non-essential cookies 
use personal data. 

Legitimate Interests – functional 
cookies which are necessary for the 
operation of our website. 
 
Consent – cookies which track how you 
interact with our website 
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IT and Security – we may use personal data to administer 
and protect our business and this website (including 
troubleshooting, data analysis, testing, system 
maintenance, support, reporting and hosting of data) and 
to carry out system upgrade or system replacement. 
 

Legitimate Interests – to ensure our 
website is secure and functioning. 
 
Legitimate Interests – to ensure we use 
the most appropriate systems. 
 

Professional Services – if you provide professional services 
to the Firm, or to our clients on our behalf, we will process 
personal information about you in order to receive 
professional services from you. 
 

Performance of a Contract 
 
Legitimate Interest – to develop our 
professional relationship with you 
 

Improving our services with technologies including AI - we 
may use AI to improve our business processes and the 
provision of out legal services, by automating the capture 
of information and tasks such as summarising, transcribing, 
drafting. 
 

Legitimate interests - to improve the 
delivery of our services. 

 
7. How we store your information  

 
Your information is securely stored on our IT systems which are hosted on our own secured server. We 
also use third party software to help us manage the information we use to provide our legal services.  
 
We have contracts with these providers to ensure that the data is secure and that it will not be used by 
them for their own purposes.  
 
If the data is stored outwith the EEA, we will ensure that there is adequate protection in place to ensure 
the same data protection standards are maintained.  
 
We have procedures to deal with any suspected data security breach and will notify you and the 
Information Commissioners Office of a suspected breach where data protection legislation requires us 
to do so. 
 
We keep personal data for as long as it is necessary for our requirements, including the regulatory 
requirements placed upon all law firms. After this time we will delete the data securely or anonymise it.  
 
 
If you wish further information about our retention policy then please contact us using the details above.   
 

8. Your data protection rights 
 
Under data protection law, you have rights including: 
 

Right of access:  
 
You have the right to ask us for a copy of your personal information. Unless you are a client, we 
will have to consider whether the personal data about you is subject to a duty of confidentiality 
we owe to our client or whether other exemptions may apply. You also have the right to 
information about how we use your data. This notice should answer most of your questions but 
you should contact us if you have further queries.  
 
Right to rectification:  

 

You have the right to ask us to rectify information you think is inaccurate. You also have the right 
to ask us to complete information you think is incomplete.  

 
 
 



11 

 

Right to erasure:  
 
You have the right to ask us to erase your personal information in certain circumstances.  

 
Right to restriction of processing: 
 
You have the right to ask us to restrict the processing of your information in certain 
circumstances.  

 
Right to object to processing:  
 
You have the right to object to the processing of your personal data in certain circumstances. 
You have an absolute right to ask us to stop sending you marketing material and updates about 
our services.   

 
There is no charge for exercising these rights unless the request is manifestly unfounded or excessive. 
If it is, we will charge a reasonable fee or refuse to deal with the request.   
 
Once a request is made, it will be acknowledged and we may ask for confirmation of identification from 
the requester and seek clarification of this request.  
 
We will do our best to respond without undue delay and within one month of receiving a request. 
However, if the request is complex we can extend that by another two months. If we do need more time, 
we will provide information as to why.  
 
Please make any requests using the contact details above. 
 

9. Consequences of failing to provide data 
 
We may need to request specific information from you to help us confirm your identity and ensure your 
right to access your personal data (or to exercise any of your other rights). This is a security measure 
to ensure that personal data is not disclosed to any person who has no right to receive it. We may also 
contact you to ask you for further information in relation to your request to speed up our response. 
 
It is important that the personal data we hold about you is accurate and up-to-date. Please keep us 
informed if your personal information changes during your working relationship with us 
 
If you are a client and you do not provide us with the information we require to provide you with legal 
services, or if you ask us to cease processing your data or to erase your data, then we may not be able 
to provide you with the all of the legal services that you have asked for. 
 

10. How to complain 
 
If you have any concerns about the way that we collect and use your data then please contact us using 
the details above and we will do our best to address these concerns.  
 
However, you can also complain to the Information Commissioners Office (the “ICO”)  if you are 
unhappy with how we have used your dat. The ICO’s contact details are as follows: 
 
 Information Commissioners Office 
 Wycliffe House 
 Water Lane 
 Wilmslow 
 Cheshire 
 SK9 5AF 
  
 Telephone:   0303 123 1113 
 Website: www.ico.org.uk  

http://www.ico.org.uk/
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11. Changes to our privacy notice 

 
We keep our privacy notice under review and will require to make changes from time to time. We will 
highlight any substantial updates on our website.  
 
This privacy notice was last updated on 14 April 2025. 
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